TRUSTED SECURITY

Protecting
Your Critical
Information

Veritext provides the highest level of security
to ensure that your clients” confidential
personal information, medical records,
financial data or trade secrets are protected
and safeguarded. With Veritext, you can
count on enterprise-class security - including
data protection, identity management,
vulnerability management, physical and
personnel security, application security,
incident response, and privacy measures.

THE VERITEXT DIFFERENCE

@) A Proven and Mature Security Program
) An A rating from Security Scorecard

) An In-house Team of Dedicated
Security Experts

) End-to-end Encryption
@ 24x7 Security Operations Center

Enterprise-Grade Amazon Web Services
(AWS) Data Center

Safe Al Technologies that Adhere to
Rigorous Security Standards

@ Ongoing Third-Party Audits and
Employee Security Training

@) Chosen Service Provider of Several
Government and Regulatory Agencies

) Transparent and Trustworthy Processes
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HIPAA COMPLIANT

Veritext complies with The Health
Insurance Portability and
Accountability Act (HIPAA), which
protects the privacy of personal
health information. Security and
procedural protocol standards are
implemented across the Veritext
environment and include measures
such as scanning for vulnerabilites,
malware protection and proactive
penetration testing. These
standards also include secure
electronic transfer of Protected
Health Information (PHI). Scanned
exhibits and transcripts containing
claims information, medical
diagnoses, medical testimony,
hospital records and diagnostic test
results are all secured and
protected.

PCI CERTIFIED

Veritext meets strict security
standards set by the Payment Card
Industry Data Security Standard
(PCI DSS) to protect credit card and
payment data - ensuring sensitive
financial information is securely
processed, stored, and transmitted.

CCPA COMPLIANT

Veritext adheres to the California
Consumer Privacy Act, ensuring
California residents have rights over
their personal data — including
access, deletion, and control over
how it’s collected and shared.
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LAW FIRMS HAVE HAD A
DATA BREACH, WITH 63%
OF DATA BREACHES
STEMMING FROM THIRD
PARTY VENDORS.*

SOC 2 TYPE 2 CERTIFIED

Veritext holds a SOC 2 Type 2
Certification. This rigorous,
independent audit evaluates how
we manage data to ensure security,
availability, processing integrity,
confidentiality, and privacy.

PIPEDA COMPLIANT

Veritext adheres to the Personal
Information Protection and
Electronic Documents Act, Canada’s
federal privacy law. This compliance
ensures we handle personal
information responsibly, with
transparency, consent, and
appropriate safeguards.

PIPA COMPLIANT

Veritext adheres to the Personal
Information Protection and
Electronic Documents Act, Canada’s
federal privacy law. This compliance
ensures we handle personal
information responsibly, with
transparency, consent, and
appropriate safeguards.

CSAE 3416 CERTIFIED

Veritext has undergone a third-party
audit under the Canadian Standard
on Assurance Engagements 3416,
which evaluates the design and
operating effectiveness of internal
controls at service organizations.



https://www.veritext.com/services/privacy-data-security/
https://www.veritext.com/services/privacy-data-security/

